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CIPHER PRINTING TELEGRAPH
SYSTEMS FOR SECRET WIRE AND RADIO
TELEGRAPHIC COMMUNICATIONS

By G. S. VErRNAM'
Associate, A. 1. E. E.
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INTRODUCTION
HE purpose of this paper is to discass briefly cer-
tain methods for obtaining secrecy in connection
) with messages sent by wire or racio telegraphy,
and to deseribe in particular printing telegraph cipher

systems that were developed for this purpose during
tha Warld War

RUNNING KEY CIPHERS

If the key used with this type of cipher is made
very long, so that it never repeats and if any portion
of this key 1s never used for more than one message,
the operation of “breaking’” the cipher becomes very
much more difficult. If, now, instead of using English
words or sentences, we employ a key composed of
letters selected absolutely at random, a cipher system
is produced which is absolutely unbreakable.
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Communication Theory of Secrecy Svstems”®

By C. E. SHANMNON

1 INTRODUCTION AND SUMMARY

The problems of cryptography and secrecy systems furnish an interesting ap-
plication of communication theory!. In this paper a theory of secrecy systems
15 developed. The approach is on a theoretical level and is intended to com-
plement the treatment found in standard works on eryptography”. There, a
detailed study is made of the many standard types of codes and ciphers, and
of the ways of breaking them. We will be more concerned with the general
mathematical structure and properties of secrecy systems.

The treatment is limited in certain ways. First, there are three general
types of secrecy system: (1) concealment systems, including such methods ”[nfOrmation is
as invisible ink, concealing a message in an innocent text, orin a fake cov- -
ering cryptogram, or other methods in which the existence of the message the resolution of
15 coneealed from the enemy; (2) privacy systems, for example speach in- 2 ”
version. in which special ' i ir ' ; ; uncertalnly.

. pecial equipment is required to recover the message: (3)
“true™ secrecy systems where the meaning of the message is concealad by -Claude Elwood Shannon
cipher. code. etc., although its existence is not hidden. and the enemy 1s as- Father of Information Theory @IEEE
sumead to have any special equipment necessary to intercept and record the - )

Tran A'_'I'I'I'i ﬂlﬂl“' IT_'I L'r"l'lﬂ.l W= e A'_'i I'I Sl l"l'l'l.l r 1‘1'Iﬂ ‘|‘11'i I'I'I eyl T N ) b P ﬂﬂ‘l'l'l'l art ewratear are

* The material i this paper appeared 1n a confidential report “A Mathematical Theory of Cryptogra-
phy” dated Sept.1, 1946, which has now been declassified.

' Shannon, C. E., “A Mathematical Theory of Communication,” Bell System Technical Journal, July
[948, p.379; Oct. 1948, p.623.

* See, for example, H. F. Gaines, “Elementary Cryptanalysis.” or M. Givierge, “Cours de Cryptogra-
phie.”
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|(M;C)=H(C)—H(C|M)=0
p(c|m) = p(c)

c=m®k

m=c®k =(mak



KBanToBas kpunrorpagus = KBaHTOBOEC pacnpenejieHue
kJaden = CorjiacoBanue CJAOy4YaruHbIX
MOCJIE0BATEIbHOCTEH

AJdnca
O " s
KBAaHTOBBIIT KAHAJI
1 OTKPBITHIN
0
0 RKiaaccnuecknil KAHAJ

OTRPLITBIN, AYTeHTH'IHLIN




IleJib KBAHTOBOIO paclpeae/eHus KInYen —

CO31aHUE CETEBOU IMOJTHOCT

ABTOMATH3UPOBAHHOU CUCTEMBI C
KJIIOYeii 0e3 yJacTus omeps:

(ImocJjie 3amycKa CUCTEeMbI YeJI0BEK

HMeeT J0CTYyIAa K KJIKYaM, UC

IS U@ POoBaHMA)




JJeMEHThI CHCTEeM KBAHTOBOM KPUNTOrpadum:

1) ®usnyeckuil reHepaTop (KBAHTOBbIN) UCTUHHO CJOAYYAUHBIX
0CJIeI0BATEIHLHOCTECH.

2) IIpoTokoJ — HA0OP AEUCTBUU, 10 KOTOPHIM

COnocTaBjJasAl0TCA KBaHTOBBbIE cocTosiHuA. [IIEHTPAJI
MOMEHT - JOKA3ATEJIIBCTBA CEKPETHOC

4) CxkaTve OYMILIEHHBIX KJIKYel — YCUJIEHHE Ce
YHUBEPCAJbHBIMHU Xell-(PyHKIUAMM.



Kak 310 padoTraer — Kparko o01iue NpUHIHIIbI

DyHIaMEeHTAJbHbIE 3alIpeThl KBAHTOBOM
MEXAHUKH.

1) Hen3BecTHOE KBAHTOBOE COCTOSIHHE
CKOIUPOBATH (C BEPOATHOCTHIO €AUHH

2) JI1000e u3mMepeHne ¢ meJabio OTINY
KBAHTOBOE COCTOSIHME OT APYIroro u
cocTosiHMEe. BaKHO -- BO3MYIIICH
rapaHTHPYeETCs AJIsi HEOPTOrOHAJb
KBAHTOBBIX COCTOSTHUM.




o 0.05 0.1 0.14 0.2 0.25 0.3 0.35 0.4 0.45 Q 0.5




HaunOoJs1iee mimpokoe NpuMeHeHUe CJay4YanHbie
YUCJIA HAXOAAT B Kpunrorpaguu. CiyyanHbie
OCJIeI0BATEIbHOCTH UCIIOJIb3YIOTCH 1S
CEKPETHBIX KJIKYEeH B CHCTEMAaX CHMMETPUYHOIO
mu@poBanus, reaepanuu napoJien, PIN ko
PA3JIUMYHbIX TUIOB IMJIACTUKOBBIX KapPT, KOIO
AayTEHTU(PUKAUM, BEPOSITHOCTHBIX AJITOPUTMOB
CHCTEM KBAHTOBOI'0 pacnpeaejJeHus KIAYeH.

IIpaKTH4YeCKH AJIsl BCEX YIIOMAHYTHIX IP

TPEOYIOTCS CAYUYAMHbIC YHCJIA, I0JYUYEHHbIE
UCKJIIYUTEIbHO ¢ (PU3NYECKUX rengpaTopOBzé‘.

r.




U CTHHHO ciiyyarHass OMTOBAsI
nocjaeaoBareJbHOCTHL O 1 1.

Pr(0)=Pr(1)=1/2,
1lo3unuu HEeKOppPEJIUpo
JIerko chpopmyiupoBaTs HA HHTYUTHB

HO CJI0KHO HAUTH UCTUHHYIO cnyqan
T10Ka3aTh 3TO, 3(])(])eRTnBH0



Information is inevitable physical
Rolf La

the phrase can be conti

Randomness is also inevitabl



U CTHHHO ciiyyarHass OMTOBAsI
nocjaeaoBareJbHOCTHL O 1 1.

Pr(0)=Pr(1)=1/2,
1lo3unuu HEeKOppPEJIUpo
JIerko chpopmyiupoBaTs HA HHTYUTHB

HO CJI0KHO HAUTH UCTUHHYIO cnyqan
T10Ka3aTh 3TO, 3(])(])eRTnBH0



I eHepaToOpbI CJIYYAUHBIX YHCEJ — MATEMATHYECCKHE
-- HEKOTOpPOE PeKypPCHUBHOE IPeodpa3oBaHue

X(n+1)=F(X(n))=F(F(F...(X(0

JlaroT nceBI0CTyUYaMHYIO IMOCJIE/I0B
3Has 3aTpaBouHoe X(0), 3Ha



PDOusnyecKue reHepaTopbl CIAYYANHbIX YU CEJT —
U3MEPEeHME HEKOTOPOro (pM3n4ecKoro npoimecca
(cucTeMsl).

Kiiaccnueckue reHeparopbl — CUCTEMA “KUBE:
3aKOHAM KJIACCHMYECKOH (PU3MKHU. IBOJJIOIU
onpenesasiercsi HA4aJdbHbIMHU YCJIOBUSIMH -- TaK

i W —. N

BbIJIAIOT IICEBIOCIYYaliHbIE MOCJIeA0BATEIbHO

KBaHTOBBIE reHepPaTophbl -- H3MEPEHNE KB;

CHCTEMBbI KaK/AbIA Pa3 NIPUIOTOBJICHHOM B O/

TOM K€ HA4YAJbLHOM COCTOSIHMHM 1aeT
HIMNUAJHLHO HeMpeacKas




UcTHHHAA CAYYANHOCTD €CTh TOJbKO B
KBAHTOBOM 00J1AaCTH.

Ha¥T Takou nmpouecc, y3HATh CKOJIE
B HCM UCTUHHOM CJIYYAaUHOCTH
BBITSAHYTh U3 HEro 3 MeKTUBHO ¥
CJAYYANHYIO NMOCJIEA0BATEIbHOCTH

Kakou “JIuHeru Ko’ U3MEPATH
CJAYYAMHOCTH B (QU3NUYECKOM MPOIIECCE



The absence of evidenc
IS not evidence of abse

OT1cyrcrBHe J0Ka3aTe
He eCTh J0Ka3arTeJl
HOBHOC



Jlocka I'aabTOHA --
KJIACCUYCCKUM MPUM
KJIACCUYECKOU He CJAYYAUHO
(TIceBaOCTyYAMH(




NATURAL INHERITANCE

FRANUIB GALTON, F.R.S.

ATUTHOR OF
“HEREDITARY GENIUS," **INQUIRIES 1¥T0 HUMAN FACULTY, ETC.
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Heo0xoquMoCTh KBAHTOBOI0 reHepaTropa CJay4YaHbIX
yuceJa

KBaHTOBBIA reHepaTop CAYYAHHBIX YHCEJI

H1ll
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«Jra dopMya COXPAHMT CBOI CHJIY JaxKe TOrAa, KOIAa
BC¢ MNAMATHUKH OylyT mnorpedeHbl IO

ThICAYCJICTHI).

Ilpn xu3Hu boJbuMaHa MOJIEKYJISIPHO-K
TEOPUsl Tra30oB BCTPETHJIA 0KECTOUYCHH
boJibIIMaH MOHMMAJ, YTO €ro TPyabl 04
HOHATHI. O HEKOTOPBIX padoTax OH MOTL, 10 CJI0
Y4YEHOI'0, TOBOPUTH TOJbKO ¢ l'ebMroJbiemM, HO
najieko or Bensl — B bepJuHe. o




Kpunrorpadus,
Ciy4yaliHOCTB,

DorTo3PpdeKT,

KorepeHTHoe coCTOsSIHHE,
Crarucruyeckui Bec,
Crarucruka Ilyaccona,
Crarucruka ®@epmu-/Iupaka,
JHTponus boabuMana,
Jurponus lllennona,

Metoa ¢pon Hevimana, |
KBaHTOBBIC TeHEPATOPHI CJAYUYAUHBIX YHCE
ApudmMernyeckoe KOJAUPOBAHUE,

roJILHUK Hacxw




IIpy peaju3anuu KBAHTOBLIX I€HEPATOPOB CJAYYalHBIX
yuceJl NPUHUUNMUAJIBLHO Ba’XKHO MMeEThb Mare
A0Ka3yeMbId, JKCIEPUMEHTAJBLHO peaju
POBePACMbIA NPOUECC HM3MEPEHUN HAJ CHUCTE
KOTOPOI0 reHepupyercs UCXOTHASA
MOCJIeI0BATEJIBHOCTh. JTO MO3BOJISIET ObIT
YTO NMPOUCXOKIACHUE CAYIANHOCTH ACHC
KBAHTOBYIO IIPUPOAY.
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®orodpdekt, Korepenrnoe cocrosnue,
Crarucrtuka Ilyaccona
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How to achieve the experimentally ideal Poisson statistics
of photocounts?

Use the smallest average number of photons in the
guantum state —

i = P(%)/1Npic ~ 2.94 - 1073

Use specially designed SiPM instead single avalancig
detector with “independents™ pixels -- SOl
of dead time and afterpulsing. ——

The probability of a photon getting into the
negligible (order 107-6), which is several o
magnitude less than for one detector.




Crarucrtuka ®@epmu-/Ilupaka, JHTPOIIUST
Boabumana, Durponus Illlennona,
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Various Techniques Used in Connection With
Random Digits

By John von Neumann

pseudo-randont. A simpler process suggested by
Dr. Ulam is to use the mapping function
f(-l:):fl:r(lma:). If one produces a sequence {z}
‘n this manner, 2., is completely determined by
2, so that independence is lacking. Itis, however,
quite instructive to analyze the nature of ran-
domness that exists in this sequence. One can,
by an incomplete argumentation, apparently
establish one kind, and then see that in reality a
very different kind holds. First, let the relations
r,—gin® wa; define the sequence {a;} (each modulo
1). Since 2y, =4x,(1—z;), one sees that a;.1=20y
(modulo 1). The sequence {a;) is thus obtained
in binary representation by shifting the binary
number  ai=-B,8:8:8: . - . as follows: =
BaBsBs - s e ﬂff='ﬁiﬁi+1ﬂf+z <
C e It follows from the theorem of Borel
about the randomness of the digits of real
numbers that, for all numbers o except those
‘n a set of Lebesgue measure zero, the numbers
_ are uniformly ﬁist,ributecl on the interval (0,1).




Enumeration of photocount sequences is “mathematical”

heart of ORNG
Recall von Neumann method LILJ

discard.

1,

_:)

u* — 0,
_>

¥%k

discard.

von Neumann did not say these words
hidden form contains something m
1) Divide all sequences of the same le
2) Each class includes equiprobable seq
with the same number of photocounts.
3) Enumerate all sequences in the

Is a rand



Metoa ¢pon Hevimana,

KBaHTOBbIC FreHepaTOpPhl CAYYANHBIX YHCE,
ApudmMeTnyeckoe KOAUPOBAHME,
Tpeyroabnuk Ilackaus, yuciaa @uOOHAYYHA

001001 11 10 00

00 --
10,8 @
01 -2 i

=



Pa30ueHne Ha KJIACChl, YUCJI0 CJAYYAUMHBIX OMT B
KJacce, Kak 3(p)(peKTUBHO U3BJICYb.

log(C*)

=log(W), W —crarucTnuyecKui Be

JIBon4yHOE mpeacTaBJIeHEe HO

cnw 0



C n — 4MCJI0 CIIOCO00B Pa3MeCTHTH K vactun (*)

o N stiuKaM (YPOBHSIM), B Ka:K/I0M He 0oJiee
OTHOU YACTHUIbI — CTATHCTUKA DepMHu-

Jlorapugm or 4yncjia paBHOBEPOSTHBIX COCTO
CHCTEMBI (CTATHCTHYECKOI0 Beca) ec '
CJAYYaMHbIX OUT.
IlepenymepoBaTh BCe PAaBHOBEP
mocjieA0BaTeJIbHOCTH U3 JAHHOI'0 KJI
JIBon4yHOE mpeacTaBJIeHNE HOME

CIy4 aﬁ" Emij 0J10



ApudpmMernyeckoe KOAMPOBaHUe,
Tpeyroabhuk IackaJus, yucjia OudoHaAYYH
64 TakTa

001001111000..010011100 ---- 00000..00 0 (64

Bcero rakux nocJie10BaTeJibHOCTEN 26 -

1022-> 101 1012



How to effectively enumerate?
Use Pascal triangle and nice mapping between
sequence of photocount (71,19, ... ﬂz.,;.,)
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Extraction of a block of truly random bits from the
sequence number 07T OO

0 < Num < Np — 1

Ne =3im 2M

oko L 9k1 4 4 9ki-1  Num <
< 2ko 4 2k 4 2k L2k 1 (1 < i)

k; leasts

- =



N | Haszsanue tecra JTOJIST TIOCJIe . | JTOJIST TTOCJIEeT.
M = 8000 M = 1000
L=1-10° L=2-108

1 | Frequency Test 0.9901 0.9880

2 | Block Frequency 0.9902 0.9886

3 | Cumulative Sums 0.9899 0.98330

4 | Cumulative Sums Reverse 0.9892 0, 9840

5 | Runs 0.9905 0.9330

6 | Longest Runs 0.9905 0.9886

7 | Rank 0.9929 0.9910

8 | FFT Fast Fourier Transform | 0.9888 0.9879

9 | Non Overlapping Template | 0.9899 0.9893

10 | Overlapping Template 0.9891 0.9867

11 | Universal 0.9987 0.9880

12 | Approximate Entropy 0.9874 0.9950

13 | Random Excursions 0.9883 0.9914

14 | Random Excursions Variant | 0.9904 0.9915

15 | Serial 0.9921 0.9360

. 16 | Linear Complexity 0.9901 0.9880 I
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FIG. 3: Station Alice: a tripod 1
tracking platform and a box with fi
all electronics.
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